BGP-MPLS VPN
(RFC-2547his)
Functional Testing

Application Note

MPL SVirtua Private Networks (VPNs) in
RFC-2547bis defines amechanism by which service
providers can use their |P backbonesto provide VPN
servicesto customers. A VPN isaset of siteswhich
share common routing information and whose
connectivity iscontrolled by acollection of policies.
RFC-2547bisVPNs are aso knownasBGP-MPLS
VPNs because the Border Gateway Protocol (BGP) is
used to distribute VPN routing information across the
provider’'s backbone, and MPL Sisused to establish
virtual circuitsand to forward VPN traffic acrossthe
backbone to remote VPN sites.
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The Basics of
BGP-MPLS VPNs

A VPN consists of two topological areas:
the provider’s network and the customer’s
network. The provider’snetwork consists
of edgeroutersthat provide VPN services
and connect to the customer’s network
(i.e. Provider Edge (PE) routers) aswell
asroutersthat provide other services(i.e.
provider core (P) routers). Thecustomer’s
network iscommonly distributed across
multiple physical sites. Customer routers
that connect to the provider network are
called Customer Edge (CE) routersas
showninfigurel.

A provider can manage multiple VPNsas
long asthepoliciesareableto keeproutes
separate from different VPNs. Similarly,
asite can belong to multiple VPNs as
long asit keepsroutesfrom the different
VPNSs separate.

The connection between the CE and PE
routers can be aremote (WAN) or adirect
connection such asaFrame Relay, ATM
PV C, or Ethernet (VLAN) connection.
Customer networksexchangerouteswith
provider networks (CE to PE
connections) using static routesor via
routing peering sessions (e.g. E-BGP,
RIP, or OSPF).
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Figure 1: BGP-MPLS VPNs layout
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CE routers establish routing peering
sessions with PE routers using routing
protocols (RIP or OSPF). Static routes
could a so be used. Routing peering
sessions exchange routes between CE
and PE routers. Once the PE router
receives CE routeupdates, it hasto create
aVPN routing and forwarding table
(VRFtable) for each VPN site connected
to that router.

PE routers establish MP-iBGP sessions
to exchange the customer routes
reachability information. Traffic
traversesthe provider's network over
pre-established label switched paths
(LSPs) which are set up using LDP or
RSVP-TE signaling protocols. The PE
router addsatwo-label prefix to each
packet of the customer’s | P datatraffic.
The outer label identifiesthe next-hop
router along the LSP in the provider’s
network, whiletheinner label identifies
the particular VPN customer connected
at the destination router. L abel
information is exchanged during the

M P-iBGP session setup.

MP-iBGP session between PE routers
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Test Challenges

BGP-MPL SV PNsare complex technology
incorporating several interacting protocols,
including internal gateway protocols (IGP)
with traffic engineering extensions (i.e.
OSPF-TE and I SIS-TE), multi-protocol
iBGP (MP-iBGP), and MPLS signaling
protocols(i.e. LDP/CR-LDP, RSVP-TE).
The complexity of BGP-MPLS VPN aong
with theimmaturity of the protocolsdriving
this new service makestesting the devices
and networks achallenging and essential
task.

Testing BGP-MPLSV PNsrequires atest
solution with awide breadth of protocol
emulationsincluding RIP, OSPF-TE,
ISIS-TE, BGP-4, MP-iBGP,LDP/CR-LDR,
and RSV P-TE. To evaluate the scal ahility
and performance of BGP-MPL SV PNSs, the
test solution must also feature multi-port,
wire-speed MPL Straffic generation and
analysis.

BGP-MPLSVPN Setup
and Functional Test

Asdescribed in RFC-2547bis, the PE router
isakey element asit featuresthe
intelligence and the configuration
complexity (i.e. policies) that enable
connectivity between various VPN sites.

To effectively verify thefunctionality of PE
routers, it isnecessary to examine how
reliably the router can establish L SPs

Figure 2: BGP-MPLS VPNs setup test
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between different PE routers, and whether
therouter can employ MP-iBGP sessions
to exchange VPN route and reachability
information of thedifferent VPN sites, and
build VPN routing and forwarding tables
(VRFs).

TheAgilent RouterTester simulatesan | GP
(RIP, OSPF, or 1S-1S) network topol ogy
behind the system under test and generates
LDP and RSV P-TE signaling messages to
the SUT to test the ability to establish

L SPs. RouterTester opens and maintains
M P-iBGP sessionswith the SUT.

Thefollowing section examines how
effectively Router Tester verifiesthe setup
and functionality of BGP-MPLSVPN
networks.

Procedure: Therouter under testis
configured asaprovider edge (PE) router
inaBGP-MPL Svirtual private network.

Two RouterTester ports are needed to
executethistest. Onetest port generates
OSPF or IS-ISrouting protocol updatesto
the SUT to simulate a provider network
topology. The simulated provider network
iscomprised of amesh of provider core (P)
routers and provider edge (PE) routers. On
the sametest port, CE router isalso
configured to simulate acustomer sitein
the VPN.

The second test port simul atesa second CE
router and generates OSPF routes,
effectively simulating another customer
siteinthe VPN (refer tofigure 2).

MP-iBGP peering session RouterTester
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opology router - CE1
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As per the configuration, the SUT and the
simulated PE router establish an MP-iBGP
session. RouterTester generates LDP or
RSVP-TE signaling protocol messagesto
the SUT to establish L SPswhich carry data
traffic between customer sitesin the VPN.
Oncethe MP-iBGP session and L SPsareup,
thefirst test port sends a stream of two-deep
|abeled packetsfrom the simulated PE
router, through the SUT, to addresses
simulated behind the second Router Tester
port (acting asthe CE router). This
representstraffic going fromendtoendin
theVPN. The SUT popsthetwo-level labels
from the packets and forwards themto the
CE router. The SUT'sability to push
two-deep label stacksisthen tested by
sending unlabel ed traffic from the second
test port (simulated CE router) to the SUT.
TheSUT pushestwo label s onto each packet
and forwardsthe traffic to the adjacent PE
router over the pre-established L SP.

Sepsto Perform
BGP-MPLS VPN
Functionality Test

Inthistest, weuseone VPN (VPN A) that
hastwo sites (site 1 and 2).

Control Plane Configuration Setup

1. An OSPF (or IS-1S) network topology is
simul ated behind RouterTester ports 2A
emulating the provider's network (as shown
infigure2 and 3).

2. An MP-iBGP session is set up between
the SUT (PE2) and a selected simulated PE
router (PE1) asshowninfigure4.

3. The SUT isconfigured with the
appropriate settingsto create the virtual
private network. Figure 5 shows how to
create the provider's VPN on RouterTester.
Theimport route target, which definesthe
import behavior of the simulated PE router,
isconfigured. Figure 5 also shows how to
create the simulated customer site (CE1)
with the appropriate route distinguisher
(RD). ThisRD isused to createthe
VPN-1Pv4 addressesthat are advertised to
the SUT (through the MP-iBGP session).
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