Application Note

IGMP (v3) Multicast

Functional Testing
Introduction

Multicasting allows a host to send data packets across the Internet to a

set of hosts that can be on different, geographically dispersed subnets.
Group Member The source host sends data to a pseudo destination called a multicast
group, and does so efficiently, using less bandwidth than unicast or
broadcast traffic. Unlike unicast transmission, which would copy a
packet to senditto multiple destinations, multicast sources send a packet

only once.
Multicast Multicast-aware routers on the Internet use multicast routing protocols
Routing like PIM to deliver packets across the Internet to subnets that have hosts
Protocol (PIM) inthe multicast group. These routers build and maintain distribution trees

Non-Member to forward multicast traffic.

) Multicast routers connected to subnets use multicast group membership
Multicast protocols like IGMP to discover which local hosts are members of which

+ Group ) multicast groups, and to deliver multicasted packets to member hosts.
Membership

Current applications of multicasting include email distribution lists,
routing information flooding, and web-based training seminars and
voice/video conferences.

Group Member Group Member
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Test Challenges

Routers supporting IGMP Version 3 must correctly implement the following new features:

IGMP v3

e Source Specific Multicast (SSM): A host receives
packets only from specified sources. Include/exclude
filters are used to accept/deny traffic from sources.

e Membership reports can contain multiple multicast
groups, up to the MTU of the interface.

e |eave a multicast group using a Membership report
that includes no sources.

e Hosts can also respond to group-source-specific

IGMP v2

The host simply received all packets sent to the
multicast group.

Membership reports can contain only one multicast
group.

Leave using a specific Leave message (which is no
longer used in v3).

Hosts can respond to group- or source-queries.

queries.

Other tests:
Whether enabling IGMP Version 3 maintains backwards compatibility with older IGMP versions.
Whether the performance of unicast traffic suffers while multicast traffic is being propagated.
Scaling to find the maximum number of multicast groups before packet loss or excess latency occurs.

Test Description

This note describes how to use a 4-port Gigabit Ethernet module to simulate 3 different hosts and test a SUT's implementation of IGMPv3
Source Specific Multicast and Include/Exclude filters:

SUT Non-Member (port 1B)

IGM
" Should never receive traffic

sent to the multicast group.

Non-Member (test port 1A)

Will send traffic to a multicast | 1GMP__ Group Member [port 1}
group, then later be added to Should receive traffic sent to
a source-address exclusion the multicast group, then stop
list. when the source is excluded.

Test Steps

1. Enable IGMPv3 on test ports (i.e. hosts) 1B and 1C.

2. Simulate a multicast group and enable test port 1C to become a member later.

3. Set up test port (i.e. host) 1A to send traffic to the multicast group.

4. Verify that port 1C receives multicast packets but port 1B does not.

5. Add port 1A's address to the excluded sources list for the multicast group, and verify that port 1C no longer receives multicast packets.

This note does not illustrate these test preamble steps:
Select test ports 1A, 1B, and 1C.
Configure the IP addresses of the test ports and their connected SUT interfaces.
Bring up the physical and link layers.

SUT Setup

Configure the SUT as follows:
Enable IGMP Version 3 on the SUT interfaces connected to ports 1B and 1C.
Enable PIM sparse or sparse-dense mode on the interfaces.

Note: On some routers you also need to distribute the Multicast cache to ensure that IGMP hosts receive traffic.
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Multicast Addresses
Multicast groups are identified by a Class D IP address in the range 224.0.0.0 to 239.255.255.255. For details, see RFC 1112.

There are two types of reserved multicast addresses — those reserved for all multicast applications and those reserved from use by IGMP. With
IGMPv3, these two lists now contain the same set of addresses:

224.0.0.0 — Base multicast address

224.0.0.1 — All systems on this subnet

224.0.0.2 — All routers on this subnet

224.0.0.4 — DVMRP routers

224.0.0.5 — OSPF routers

224.0.0.6 — OSPF designated routers

224.0.0.13 — PIM routers

224.0.0.14 — RSVP encapsulation

224.0.0.22 — IGMPv3 membership

Other address restrictions enforced by the tester:
A multicast address group's first and last address must be within the valid range and not contain reserved addresses.

Each multicast group pool must contain a unique set of addresses, which can overlap but not intersect (i.e. 1, 3, 5 and 2, 4, 6 overlap but
do not intersect).

If two multicast group pools have an address in common, the two pools cannot be used by the same test port at the same time. If the first
then the second pool is enabled, the tester considers the second pool invalid. However, if the first pool is disabled, the second is no longer
considered invalid and can be enabled.

Note: You can use the tester APl to remove an address from the reserved list, after which you can send multicast traffic to the address. This is
useful for testing how the SUT handles traffic sent to restricted multicast addresses. When addresses are reserved they cannot be used by
multicast traffic or IGMP. When they are unreserved they can be used by traffic, but not by IGMP. We recommend that you do not change the
list of reserved addresses.

References

RFC 1112: Host Extensions for IP Multicasting (IGMP Version 1)
RFC 2236: IGMP Version 2

draft-ietf-idmr-igmp-v3-nn.txt: IGMP Version 3
draft-holbrook-ssm-arch-nn.txt: SSM for IP
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Step 1: Enable IGMPv3 on test ports (i.e. hosts) 1B and 1C

EIP Performance: Session 1

IS[=] E3

File Capture Toolz TclTools Help
Setup  Ports... | Physical | Link. | Routing | Test Logl ﬂ ME&SUIBmEﬂtSISummar}I 'l Select... | Mode Ilnstantaneous 'l ﬂ
Fort | Type | F'h_l,lsic:all Link . T Rix Load l
s 1L ohE s s = lsheams  Select. | MPLSLabels. | Sewplogfie. | riiore |
@ 1B GbE @ @ e “Pacle | Rk Test.. | TxTestTh. | Fix Test... | Average Latency.
@ 1C GbE & @ &
Streams  Meshes | Utilizationl gﬂouling M= 5
Traffic Erter load.. | I——
@ Fiouting Star_t Fiouting 1P s
Add. M ame [ Test Forls | Packet! Log.. Engine
Summary | BGP-4 | 1515 | OSPF | RSWP | LDP  Multicast | Static Labels | Static Routes |
Hemove |
Group X
Membership | EneBie Al | Disable Al | iGip siats | P Stats.. |
Edit | Profiles. es3io0ns es3io0ns
Selected Fort | State | Enable | Protocol | Interface P Ad... | Fiouter 1D | Groupsl Sourcesl
Eopy Parts: ”
Add
Address... | Seslm..
Hemove
SEssin
1 it
SESSIn..
Test  Setup.. | Continuous D = gg::il:n
Start Stop Capture
[z atle
SEssin

Click the Routing button

| Help I
to display the Routing dialog.

Cloze

Session: Port 1B

Session Type IMuIticast vl ﬂSessionsI 1
Pratocaol IIGMP 'l

Interface | Parameters I

@ Click the Multicast tab,
select port 1B, and click
the Add Session button to
display the Session dialog.

Use this dialog to configure
the test port (host) 1B's

Interface Address | 192 . 1 . 1 . 2

. IGMP Versi IIGMPV3 'l
IGMP emulation. On the e
Idnt]?n‘?ce tab, IGMPv3 is the [0k | ool | Heb |
efault.
Session Type  [if east =] HSsssions 1 [~ One per VLAN Addiess Pool
Protocal  [IGMP hd
(3) On the Parameters tab, e L]
adjust the default IGMP Interval Between hessages T 170 seconds
settings as needed. Betmrirzze il |
C|ICk the Help bUTTOﬂ ](OF Unsolicited Repart Interval m;z 1410 seconds
deta”s about a parameter Older Wersion Present Timeout 1410 seconds
¥ Fill IGMP Packst Ta MTU Size
Maximum Groups Per Packet
epeat 1o enanblie V, 1P Router Alett Option & Enabled " Disabled
Repeat t ble IGMPv3 .
on test port (host) 1C.
aK I Cancel Help
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Step 2: Simulate a multicast group and enable test port 1C to hecome a member later

gﬂouling =1 E3
@ Fiouting Start Fouting 1P s
Log... Engine
Summary | BGP-4 | 1515 | OSPF | RSWP | LDP  Multicast | Static Labels | Static Routes |
Group X
Membership E”ab.'e Al Disable Al | gy g | PIM Stats... |
Prafiles. . BIEI0Ns Sessions
Selec.:ted Fort | State \l Enable | Protocol | Interface P Ad... | Fiouter 1D | Groupsl Sourcesl
Ports:
: 14
Add -l 1B )
Session.. 1 Disabled IGMPvE 192212 ] ]
-1 1C
Flemove 2 Dizabled IGMPv3  192.31.2 0 0
Sessint
Edit R Group Membership Profiles =
CEssiiiti IGMP | P |
i e |ttt | s | e |t
EESI0T
—_— ga‘f“‘*d Session [State | Protacol [ Join | _(Groups | First [ Last [ Modifier [ Fiter | Sources |
S50 E orts: T
Sessian addgrown ||| - TE
Pool...
3 Disabled  1GMPw3 o 1)
Eemove 10
Group Pag] 2,
EditlEE" ®
L el e} 8
. . Set Filter to
Back on the Routing dialog, fints
click the Group Membership sarue JElF B Pl (]
Profiles button. Graup Pool | Source ListI
Join
Leave Group Pool AGT MULTIC, Add Poals... |
On the Group Membership Fisthddiess | 228 0 . 0
Profiles dialog, select port 1C
and click Add Group Pool. Num Addreses | ' s
On the IGMP Group Pool Modifer | A2
dialog, click Add Pools. T 7
Mulasl Group Pools | | | | [ O[] @ Back on the |GMP
elected Giowp | Handle Group Name First &ddress Last Addiess Hof & | Modifier N
IREES B 1 AGT_MULTICAST_POOL 225‘EII]EI zzstuuu 1 1/32_L Group Pool d|a|0g'
nsd select the newly
i : defined multicast
On the Multicast Group Pools S group from the
g|af|_og, click the Altdd btutton to pulldown menu.
efine a new multicast group. i
group Back on the Group
i) Membership Profiles
dialog, under port 1C,
_ o | s | this multicast group is
shown with a
checkbox so that you
On the Multicast Group Pool Group Nome [y Miicast G can dynamically join
dia|og, define the multicast — Multicast Group Pool Address Range and leave the group.
group address. _ By default, the filter
You can define a “pool” of Fistiddiess | 20 0 - 0 - 0 mode is Exclude with
several addresses to scale the Num Addresses | 1 no addresses '”l.ﬂle
roup's source list.
test and see how the SUT Mdiior T group
handles up to 100,000
different multicast groups. This Lesifiglifess | 20 000
test requires only one group.
5 www.agilent.com/comms/RouterTester
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Step 3: Set up test port (i.e. host) 1A to send traffic to the multicast group

BB IP Performance: Session 1 [_TO[x]
File Captwe Toolks TelTook Help
Setup  Paits. | Physical | Link | Rouing | Testlog | ﬂ Measwements [Summaty =] select Mode [Instantanecus = ﬂ
Zm: n I ;f; Igm—'callém 'E”“““g' [iload ‘I flelond || Stssms | Sekect. | MPLS Labek. | Setuplogiie.. | Pl |
@ 1B GbE @ @ @ ] 1 |[ PantsStreams [ Tx Test Pack... | R Test.. | T TestTh.. | R Test.. | Average L atercy | ]
ge mEmE e : || TEn @ In the Traffic area of the
ot 18 IP Performance window, select
SR Mm'“““ﬁ“ﬂ”'// the Meshes tab, then click the
Traffic Enter ozl | B ﬂ Add button.

Add) Name [ Test Parts | Packet Size | % Load[ IF Lo: N | -

m— ] Pef | [ 5] stowtogend] Skt repte] (2) On the Traffic Class Configuration
] = dialog, select the port from which

- to send multicast traffic.

o Ty ekt Click on a port in the Available
» Ports list and click the Add button
_I" to send traffic from the selected

test port.
a | .
Port Digtribution |Traffic Profilel Packet Eontentsl Packs! Iagsl ﬂAddressesI
s ctup... || Continuous —
[=Msein ’— 5|D| SEE CET . f; ] ﬂ i r— Traffic Clags Mame——  — Source Port
= — | il - - Awvailable Paorts Seiccted Ports
IMy Multicast Traffic ‘IB—
@ On the Traffic Class e Distution
Configuration dialog, select (ol Disbuton
onngu ) g. " Single Stream
the multicast group to < NorMeshed
receive traffic. € Pudially Meshed st |
The defauh " Fully Meshed
AGT_MULTICAST_GROUP L Uricast —|<'F"3m°"e
cannot be used to receive : Peest
traffic. Select a multicast - ;;“;”m:‘L’ZCVPN
group you configured on the —
N MUl as roup
previous page from the { : ‘
e Confi
pull-down menu. o [Exrn |
Back on the IP Performance
WindOW'S Traffic area CliCk ESlleam Addresses for Traffic Classes M= 3
the Address button. Streams [ addr_| [ Selected Stream P

- 1A

1B

Specify the source address 18

to use in multicast packets.

Select the multicast traffic
stream, select the

Source Address . . v Auto Appl |
g Source Interface | 192 . 1 . 1 . 2
Max Destinations l—

To define source

destination “route” at the
bottom, then click the Edit
Source button.

Edit Source ... |

pool basiz.

— Destination Route Poals For Selected Stream

address pool on a per destination route

First Route

# Routes | First Source P Address

Modifier | # Source Ad

Add a new source pool.

Click Add Pools. On the Multicast Source
Address Pools dialog, click Add. Then, on
the Multicast Source Address Pool dialog,
enter the source address(es) to use.

Back on the IP Performance window's
Test area, click the Start button to start
generating the multicast traffic and
measuring statistics.
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Total # Routes I‘I Tatal # Used I‘I

B Source Addresses for Multicast Traffic [x]
Handle | Source Address Pool Name Mullicast Souce Addiess Pool
T AGT_SOURCE_ADDRES. .
Source Mame  [AGT_SOLRCE_ADDRESS_
Fist Address w1 11 [
=) | pmveeees 1
Mofier T
Last Address 192 18 . 1 . 1 /[
) I
lddF’w\s.. Hep |
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Step 4: Verify that port 1C receives multicast packets but port 1B does not

Eﬂouling =1 E3
I
U . . .
@ E!Doguting ELogriunFéouting IF Ernors... On the Roytmg dlalog, click
Start Routing Engine.
Summary | BGP-4] 1545 | OSPF | RSvP | LDP  Multicast | Static Labels | Static Routes | This begins the IGMP emulations on
- ports 1B and 1C. The button toggles
roup ) . . A
Membership [ ENaBlE Al | Disable Al | igypgiars | Pib Stats. | to Stop Routing Engine. Each port’s
| Profies.. ] State should transition from Disabled
Enabled.
gzl[xte;ted Fort | State | Enable | Protocol | Interface P Ad... | Fiouter 1D | Groupsl Sourcesl to ab ed
i 14
Add -1 18 . . !
S, 1 Enabled IGMPYE 192212 0 0 (2) Click Group Membership Profiles.
-1 1C
2 Enabled IGMPv3  192.31.2 1 0
Hemove
SEssin
Edit
SESSIn..
Erable R Group Membership Profiles M= E3
Session IGMP |PIM |
i somrte | somnes |y | | it
g:‘::_‘e‘ﬂ Session State | Prolocol | Join | Groups | Fist [ Last [ Moditier | Fiter | Sources |
T8
- 18
H Disabled  1GMPY3 0 0
- 1c
-3 Dicabled GMPY3 1 .
o) ‘ Click the checkbox
to join the group.
onestow
Group Pool
St Filter to
Inchud
= Port 1C should
22 filerta begl_n receiving
multicast packets.
Juin
BIP Portomence: Session
File Capture Toolz TclTools Help
Setup  Forfe | Physical | Link. | Routing | Test Logl ﬂ | ME&SUIBmEﬂtSISummar}I 'l Select../J Mode Ilnstantaneous 'l ﬂ
Fort | Type | F'h_l,lsic:all Link | Houtingl T Load | Fix Load | - -
@ 1A GEE ) ) ) —|!| Streams Select... | MPLS Labels... | .‘/jetup lag il | Elatlzgfile:.. |
@ 1B GbE @ @ @ 'E: 1 F'orts.-"Streamsl T= Test Pack.. | Fix Test... |/Tx Test Th... | Fix Test... | Average Latency.
& 1 GhE & & & — &Il Ports 2403645 | 1201923
Port 14 2403546 0 123077 0.00
0 0 0.00 0.00
Port 1C 0 1201923 0.00 E15.38 5000000
Streams  Meshes | Utilizationl
Traffic Erter load.. | J— ﬂ
Mame | Test Ports | °/°Load| Facl
Addl
My Multicast Traffic 2 {14} My Multicast Group 1000 TEP | | LI
Femme | gl gl lﬁl |.|.|.l| @ll Ql Show Legendl SelectGraphsl
Edit... | Time: 000:00:11
|[Px Test Packets
o] 1,200,000
1,000,000
Address...
300,000
00,000
4| | | 400,000
E— 200,000
Test|| Sefup.. | Cantinuaus C— 7
0000011 P = 3 ! hd
B Start Stop Capture | QuickTest LI AW
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Agilent’s RouterTester System

Agilent's RouterTester System offers a
powerful and versatile test platform to
address the evolving test needs of
metro/edge platforms, core routers and
optical switches. RouterTester provides
Network Equipment Manufacturers and
Service Providers with the industry's leading
tools for wire speed, multiport traffic
generation and performance analysis of
today's networking devices.

Warranty and Support

Hardware Warranty

All RouterTester and QA Robot hardware is
warranted against defects in materials and
workmanship for a period of 3 years from the
date of shipment.

Software Warranty

All RouterTester and QA Robot software is
warranted for a period of 90 days. The
applications are warranted to execute and
install properly from the media provided.
This warranty only covers physical defects in
the media, whereby the media is replaced at
no charge during the warranty period.

Software Updates

With the purchase of any new system
controller Agilent will provide 1 year of
complimentary software updates. Atthe end
of the first year you can enroll into the
Software Enhancement Service (SES) for
continuing software product enhancements.

Support

Technical supportis available throughout the
support life of the product. Supportis
available to verify that the equipment works
properly, to help with product operation, and
to provide basic measurement assistance for
the use of the specified capabilities, at no
extra cost, upon request.

Ordering Information

To order and configure the test system
consult your local Agilent field engineer.

United States:

Agilent Technologies

Test and Measurement Call Center
P.0. Box 4026

Englewood, CO 80155-4026
1-800-452-4844

Canada:

Agilent Technologies Canada Inc.
5150 Spectrum Way
Mississauga, Ontario

L4W 5G1

1-877-894-4414

Europe:

Agilent Technologies

European Marketing Organisation
P.0. Box 999

1180 AZ Amstelveen

The Netherlands

(31 20) 547-2323

United Kingdom
07004 666666

Japan:

Agilent Technologies Japan Ltd.
Measurement Assistance Center
9-1, Takakura-Cho, Hachioji-Shi,
Tokyo 192-8510, Japan

Tel: (81) 426-56-7832

Fax: (81) 426-56-7840

Latin America:

Agilent Technologies

Latin American Region Headquarters
5200 Blue Lagoon Drive, Suite #950
Miami, Florida 33126

USA.

Tel: (305) 269-7500

Fax: (305) 267-4286

Asia Pacific:

Agilent Technologies

19/F, Cityplaza One, 1111 King's Road,
Taikoo Shing, Hong Kong, SAR

Tel: (852) 3197-7777

Fax: (852) 2506-9233

Australia/New Zealand:

Agilent Technologies Australia Pty Ltd
347 Burwood Highway

Forest Hill, Victoria 3131

Tel: 1-800-629-485 (Australia)

Fax: (61-3) 9272-0749

Tel: 0-800-738-378 (New Zealand)
Fax: (64-4) 802-6881
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