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Situation:

An instrument cannot boot successfully and system recovery cannot solve this.

Solution/Action:

Perform re-image. Then it still cannot solve the issue, replace the defective HDD/SSD to the new one.

Images are unique based on the combination of OS, CPU, Storage and other HW drivers. The necessary
Image must be identified by checking product serial-number prefix except the instrument CPU/0S was

upgraded.

At first, check Siebel transaction whether the instrument was upgraded or not and make sure the
required image.

Serial Prefix Disk Storage | OS CPU Storage | TPC Re-Image | WannaCry
Label KPN driver | Tool Patch
MY471, NM302 | E5052- | Win-XP E5052- | HDD Gunze | Available | Not
SG471 to 82202 | (NUC) 61011 | (PATA) applied
NM332
MY472/473, NF330 | E5052- | Win-XP E5070- | HDD Gunze | Available | Not
SG472/473 to 82203 | (FES) 62070 | (SATA) applied
NF332
MY474/475/476, | NW401 | E5052- | Win-7 E5052- | SSD Gunze | Available | Applied
SG474/475/476 | to 82204 | (WES) 62080 | (SATA)
NW509
MY477, NH609 | E5052- | Win-10 E5052- | SSD Gunze | Available | Applied
SG477 to 82205 | (IoT 62090 | (SATA)
NH999 Enterprise
x64)

For example, MY472 unit which had Win-XP with HDD was upgraded to Win-7 with SSD, the unit is

equivalent to MY474 /475/476.

Note: For MY471/472/473,SG471/472/473 (Win-XP), replace the defective HDD/SSD then follow the
procedure to apply WannaCry patches.

See http://about.keysight.com/en/quality/WannaCry Ransomware Patch Instructions.pdf, which also

contains the link to the Patch Installer.
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[For MY474/475/476,SG474/475/476 or its equivalent]
[Create Bootable USB pen drive]
01. Insert one USB pen drive (>32GB) to your PC
Make sure your PC has >64GB free space
02. Windows Start -> Type "cmd" in search field
03. Right Click on cmd.exe -> Run as Administrator -> Yes

Programs (1)
Open
Documents (§) —m8 —— E_“ Run as administrator
42942 _debug_cmd Run with graphics processor k
deb 5 &3 Zip and Share (WinZip Express)
| 4294A_debug_cm [@ WinZip »
e5071C-drlic Pin to Taskbar
PXI_20170101-20170405_, _ Pin to Start Menu
L@'Smn for threats

| FQCWNDT 1412 rewv2

Restore previous versions

Microsaft OneMote (1) —
|| 3-4, Driver/method naming G Send to 4
Files {129) ——m8 —— Cut —
|| debug_cmd Copy
&laf Delete
Slar Open file location
Slbg —
S]bn
Zbs
Scs

p See more results
Icmd Shut down Pl
- )€ @ o B R T 8o

04. Type "diskpart"

05. Type "list disk" and recognize <your USB disk number> by checking File Size.
Example: <your USB disk number> is 1 with 28 GB File Size in the below
Note: 28 GB is shown when 32 GB USB pen drive is used

06. Type "select disk <your USB disk number>"

07. Type “list disk” and confirm * is shown at your USB disk number
Note: If you select wrong Disk number, that Disk number data will be erased in the next step.

08. Type "clean"

09. Type "create partition primary"

10. Type "format fs=ntfs label=rescue quick"

11. Type "assign"

12. Type "active"

13. Type "exit"

© Keysight Technologies 2015-2017
Information Only Internal Only Service Note
Version 1.2 | May 16, 2018| Page 3 of 41



Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76811]
Copyright {(c)» 2009 Microsoft Corporation. All rights reserved.

C:SWINDOWS \system32 diskpart
Microsoft DiskPart version 6.1.7681
Copyright (C) 1999-2088 Microzoft Corporation.
On computer: F365JC2
DISKPART > list disk
Disk ### Status

Disk @ Online
Disk 1 Online

select disk 1
now the selected disk.

list disk

Dizk @ Online
* Disk 1 Online

DISKPART > clean
DiskPart succeeded in cleaning the disk.
DISKPART> create partition primary
DiskPart succeeded in creating the specified partition.
DISKPART > format fs=ntfs label=rescue quick
108 percent completed
DiskPart successfully formatted the volume.
DISKPART > assign
DiskPart successfully assigned the drive letter or mount point.
DISKPART > active
DiskPart marked the current partition as active.

DISKPART > exit

Leaving DiskPart...
C:wUINDOWS~eystemd 2>

14. Go to http://mktgkobe.kob.is.keysight.com /08 communication/information everyone/Re-

Image/E5052B/E5052-82204/
15. Right Click on NWxxx.zip -> Save Target As
Select C:\Users\ user\Downloads, then Click Save
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£5 mktgkobe kob.is.keysight.com - /08_communication /information_everyone/Re-Image/E5052BE5052-8232 - Internet Explorer =1ol x|

kob.is keysight.com/08_com

|_ http: //mktak caton/nfor O =] |4 | 5% Yahoo! 3aPAN | G Google ‘ & service Ncr.estEUEZAIE‘.‘l (& CTD Kobe Products SWR... ‘ s mtgkobe.kob.is.keysi...

| Fle Edt view Favorites Tools Help

mktgkobe.kob.is.keysight.com - /08 communication/information_everyone/Re-Image/ES052B/ES052-
82204/

[To Parent Directory]

1/06/07 10:43

2017/06/01 10:57

2017/06/07 9:46 15157
Cpen
Gpeniin new tab

Gpen in new window

Save target as...
Print target

,,,,, T e P

)
| e - cemputer - 03+ Lsew - - Downleces = [ e it d
L

2| e cemite  |nwe = |

' E-mei with Windows Live
%% Trandate with Bing

All Accelerators 4

Haite=srh yeur ek

Inspect element
Add to favorites...

Send to OneNote

Properties

&
2 okeofl Motesoz
i sEe (et
R

9 bt Dot

ek =l
2 e [ |
savz soppe: [MrzFk |
= iy e e

16. Right Click on fciv.exe -> Save Target As
Select C:\Users\ user\Downloads, then Click Save
17. Windows Start -> Type "cmd" in search field
18. Left Click on cmd.exe
19. Type "cd /d C:\Users\ user\Downloads”

20. Type "fciv NWxxx.zip>cksum-after-download.txt"

Microsoft Windows [Uerszion 6.1.76811
Copyright {c> 2807 Microsoft Corporation. All rights reserved.

C:sUserssjun>cd downloads
C:slUzerssjunsDownloads *feciv NUSAY? _zip*cksum—after—download.-txt

C:sUserssjunsDownloads exit

21. Verify the cksum-before-download.txt and cksum-after-download.txt are identical.
cksum-before-download is in
http://mktgkobe.kob.is.keysight.com/08 communication/information everyone/Re-
Image/E5052B/E5052-82204/
cksum-after-download is in C:\Users\ user\Downloads
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o ~lolx|
Fle Edit Format View Help Fle Edit Format ¥iew Help
W =l ¥/ =
7/ File Checksun Intesrity Verifier version 2.05. /¢ File Checkaum Intesrity Yeritier version 2.00.

. £
1tacababh9080ec] 73ehab225f 21 541h nwb09.zip 7facabab59080ec] 78e5a6275F 2154 rub09.zip
| | 1 407

Note that actual checksum is not identical with the above.

22. Both of checksums are identical, then go to the next step. Else go back to step14.
23. Right Click on NWxxx.zip -> WinZip -> Extract to...

24. Type "ctd-kobe", then Click OK

= Computer ~ OSDisk (C:) ~ Users - jun ~ Downloads -

Organize v | OpenwithWinZip =  Sharewith =  Print  New folder
W Favorites C - Dat=odied 1L
B Desktop | chsum-after-download 5/30/2017 3:46PM  Text Document
& Downloads ] 5 5
@ OneDrive - Keysight Te Open with WinZip
Print

Open with
i Libraries Share with

1 WinZip File

N 5/30/2017 3:11PM  Application
5 Recent Places

'gscan for threats

Restore previous versions

e

) Create Self-Extractor (.Exe)
3 Confiqure

WinZip - Password for file: DM120.zip
e rescue (F:)

3% kobeof$ (\btes0am) ¢ A password is required to decrypt files
s Service (Wetdkobedpu, o . Enter password:

% kobemktg_jpn (\iwsgpe

5o mktgkobe$ (\kbtcs02m) (Z:)

[H] Hide the passwerd
€8 Network

a; DM120  Date modified: 5/30/2017 3:26 PM Date created: 5/30/2017 3:14PM
1. WinZip File Size: 8.18 GB
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25. Select your USB pen drive for the Extract to destination, then Click Unzip

] winZip Extract x|
%v '_ + Computer = rescue (F:) - @j I Search rescue (F:) @
Organize v  Mew folder H= - @

- . : )
B9 Favorites =1 MName | Date modified | Type | Size | I
B Desktop No items match your search.
4 Downloads

@ OneDrive - Keysight Technologies
=l Recent Places

[El [ Libraries
@ Documents
J’ Music
[E] Pictures
B videos

=% Computer
® &, 0sbisk (C:)
[] e Removable Disk (D:)

- rescue {F:)

¢ kobeofs (\Wkbteso2m) (P:)

[+ ¢ Service (V\ctdkobe-pu. png.is.keysight.com'
[ 3% kobemktg_jpn (\wsgpewd1) (W:)

¥ mktgkobes (\\kbtos02m) (2:)

1 € Network =]

Help | Unzip | v| Cancel |
¥

Make sure all the files are correctly extracted to USB root. (When you use other unzip tool, like 7-zip,
files are extracted to different folder)
Assuming F: is the drive letter of USB pen drive, the extracted folders and files must be as below.

F:\autostart.cmd

F:\boot

F:\BOOTMGR

F:\EFI

F:\sources

F:\boot\BCD

F:\boot\BOOT.SDI
F:\boot\BOOTFIX.BIN
F:\boot\ETFSBOOT.COM
F:\boot\FONTS
F:\boot\FONTS\CHS_BOOT.TTF
F:\boot\FONTS\CHT_BOOT.TTF
F:\boot\FONTS\JPN_BOOT.TTF
F:\boot\FONTS\KOR_BOOT.TTF
F:\boot\FONTS\WGL4_BOOT.TTF
F:\EFI\MICROSOFT
F:\EFI\MICROSOFT\BOOT
F:\EFI\MICROSOFT\BOOT\BCD
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F:\EFI\MICROSOFT\BOOT\FONTS
F:\EFI\MICROSOFT\BOOT\FONTS\CHS_BOOT.TTF
F:\EFI\MICROSOFT\BOOT\FONTS\CHT_BOOT.TTF
F:\EFI\MICROSOFT\BOOT\FONTS\JPN_BOOT.TTF
F:\EFI\MICROSOFT\BOOT\FONTS\KOR_BOOT.TTF
F:\EFI\MICROSOFT\BOOT\FONTS\WGL4_BOOT.TTF
F:\sources\boot.wim

F:\ImageX\check_sum.cmd
F:\ImageX\diskpart_partition_config.txt
F:\ImageX\do_restore.cmd

F:\ImageX\fciv.exe

F:\ImageX\imagex.exe

F:\ImageX\restore.cmd
F:\ImageX\restore_helper.cmd
F:\ImageX\save.cmd

F:\ImageX\image\cksum.txt
F:\ImageX\image\AutoBuild.wim
F:\ImageX\diskpart\activate_c_drive.txt
F:\ImageX\diskpart\change_current_drive_letter.txt
F:\ImageX\diskpart\check_existence_target_disk.txt
F:\ImageX\diskpart\cleanup_diskO0.txt
F:\ImageX\diskpart\config_drive_c_for_save.txt
F:\ImageX\diskpart\config_drive_d_for_save.txt
F:\ImageX\diskpart\config_drive_e_for_save.txt
F:\ImageX\diskpart\config_drive_r_for_save.txt
F:\ImageX\diskpart\create_drive_c_for_save.txt
F:\ImageX\diskpart\create_drive_d_for_save.txt
F:\ImageX\diskpart\create_drive_e_for_save.txt
F:\ImageX\diskpart\create_drive_r_for_save.txt
F:\ImageX\diskpart\hide_recovery_partition.txt
F:\ImageX\diskpart\rename_drive_c_to_vacant.txt
F:\ImageX\diskpart\rename_drive_d_to_vacant.txt
F:\ImageX\diskpart\rename_drive_e_to_vacant.txt
F:\ImageX\diskpart\rename_drive_r_to_vacant.txt

26. Turn on the instrument.

27. Right Click on Windows Start -> Open Windows Explorer

28. Copy xxxxx.lic file under D: (Factory)\license to your USB pen drive, if xxxxx.lic file is there. If
xxxxx.lic file is not there, ignore step 39 to 41.
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[Re-imaging] (It takes 20 to 30 minutes to complete)

29. Unplug all USB devices and LAN cables from the instrument
30. Plug the USB pen drive and keyboard

31. Turn on the instrument

32. Press F7 to boot from USB pen drive when "Press DEL to enter SETUP, F7 to boot MENU" is shown

‘i~ Agilent Technologies

Press <Del> to enter setup. Press <F7> for Boot Menu.

L [W1in7 OS] rroserower

33. Select USB pen drive as a boot device

Please select boot device:

PO: INTEL SSDSC2BB080G4
BUFFALO USB Flash Disk 1.00
Enter Setup

T and § to move selection
ENTER to select boot device
ESC to boot using defaults

34. Type “Y “and Click Return Key to start SSD image recovery when "Make sure that this instrument is
E5052B MY474/SG474 or its equivalent. Continue? (Y/N)” is shown

35. Wait for a while during re-booting several times
36. Type “exit”, when the below message is shown and Remove the USB pen drive.
Note: “The system cannot find the path specified.” are shown three times. Just ignore them.

© Keysight Technologies 2015-2017
Information Only Internal Only Service Note
Version 1.2 | May 16, 2018| Page 9 of 41



ion as active.

> 1999-2888 Micr ft Corporation.
MININT-C15ELIO

now the selected disk.
is the selected volume.

kPart uccessfully set the partition ID.

cleanup resotre_helper.cn
s

ces :\ImageX¥\do_restore.cnd"
tem cannot find the path specified.
m cannot find the path specified.

;system cannot find the path specified.

:\ImageX>

37. Click Accept on Keysight Software End User License Agreement

38. System -> Service Menu -> Exit-> OK

39. Right Click Windows Start -> Open Windows Explorer

40. Restore xxxxx.lic file to D: (Factory)\license from your USB pen drive
41. Restart your instrument
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[For MY472/473, SG472/473 or its equivalent]
[Create Bootable USB pen drive]
Follow the step01 to step13 of [For MY474/475/476, SG474/475/476 or its equivalent]

14. Go to http://mktgkobe.kob.is.keysight.com /08 communication/information everyone/Re-
Image/E5052B/E5052-82203/
15. Right Click on NF332.zip -> Save Target As

Select C:\Users\ user\Downloads, then Click Save

J€ mktgkobe.kob.is.keysight.com - /08_communication/information_everyone/Re-Image/E50528/E5052-822 - Internet Explorer
e.kob. is.keysight.com/05_communication/information_¢ O~ | | ¢ | [l mktgkobe kob.is.keysight.co...

| Fle Edt View Faverites Tools Help

mktgkobe.kob.is.keysight.com - /08_communication/information_everyone/Re-Image/ES052B/ES052-82203/

1ol

[To Parsnt Dirsctory]

10:57 84784 fciv.exe

20 07/11 13=11 5080830201 NF332.zi)
Open
Open nnew tzb
Open innew vindow
rpye—
Print target B
— &~ ot + (e ) - 1R+ < i B[St (5]
=@
=[] e - orzmedted e se |
Hoianc math you ceardh
-~ E-mail with Windows Live
%% Translate with Bing
All Accelerators »
Inspect slement
Add to favorites...
Send to OneNote
Properties
ot
4

16. Right Click on fciv.exe -> Save Target As
Select C:\Users\ user\Downloads, then Click Save
17. Windows Start -> Type "cmd" in search field
18. Left Click on cmd.exe
19. Type "cd /d C:\Users\ user\Downloads”
20. Type "fciv NF332.zip>cksum-after-download.txt"

Microsoft Windows [Uersion 6.1.760811]
Copyright {c> 2088? Hicrosoft Corporation. A1l rights reserved.

C:xUserssjun>cd downloads
C:sUserssjunsDownloads>fciv NF332.zip>cksum—after—download.txt

C:s\Uszers\jun~Downloads >exit
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21. Verify the cksum-before-download.txt and cksum-after-download.txt are identical.

cksum-before-download is in

http://mktgkobe.kob.is.keysight.com/08 communication/information everyone/Re-

Image/E5052B/E5052-82203/

cksum-after-download is in C:\Users\ user\Downloads

Bl cksum-before-download - Notepad

Fle Edit Format View Help

9 (=13 | B & cksum-after-download - Notepad

7
// File Checksum [ntegrity Verifier version 2.05.
11235d0d843d6d0322a687b31e5297e2 nf332.zip

=101

File Edit Format View Help

i/
7/ File Checksum Intesrity Verifier version 2.0,
1128503438 d03aeal87h3teb297e2 nf332.zip

|

-]

22. Both of checksums are identical, then go to the next step. Else go back to step14.
23. Right Click on NF332.zip -> WinZip -> Extract to...

Follow step24 of [For MY474/475/476, SG474/475/476 or its equivalent].

25. Select your USB pen drive for the Extract to destination, then Click Unzip

€] WinZip Extract

Organize *  Mew folder

-
=154 Favorites I—

Bl Desktop
4. Downloads
4@ OneDrive - Keysight Technologies

U=
/=1l Recent Places

[l 9 Libraries
@ Documents
Jﬁ Music
[E5] Pictures
i Videos

=% computer
® &, osDisk ()
[ e Pemovable Disk (D:)

= rescue (F:)

% kobeofs (\Wkbtes02m) (P2)

@ Service (Vctdkobedpu, png.is.keysight.com’
[ ¥ kobemktg_ipn (\wsgpew01) (W:)

L8 mktghkobe$ (Vkbtcs02m) (2:)

€ wnzpbdract x|
mv '— - Computer - rescue (F:) - m I Search rescue (F:) @
©

MName

| bate modified

[ rvee [s= | I

“i Network LI

Mo items match your search.

Help | Unzip | v| Cancel |

4

Make sure all the files are correctly extracted to USB root. (When you use other unzip tool, like 7-zip,
files are extracted to different folder)

Assuming F: is the drive letter of USB pen drive, the extracted folders and files must be as below.
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F:\autostart.cmd

F:\boot

F:\BOOTMGR

F:\EFI

F:\sources

F:\boot\BCD

F:\boot\BOOT.SDI

F:\boot\BOOTFIX.BIN

F:\boot\ETFSBOOT.COM

F:\boot\FONTS

F:\boot\FONTS\CHS_BOOT.TTF
F:\boot\FONTS\CHT_BOOT.TTF
F:\boot\FONTS\JPN_BOOT.TTF
F:\boot\FONTS\KOR_BOOT.TTF
F:\boot\FONTS\WGL4_BOOT.TTF
F:\EFI\MICROSOFT

F:\EFI\MICROSOFT\BOOT
F:\EFI\MICROSOFT\BOOT\BCD
F:\EFI\MICROSOFT\BOOT\FONTS
F:\EFI\MICROSOFT\BOOT\FONTS\CHS_BOOT.TTF
F:\EFI\MICROSOFT\BOOT\FONTS\CHT_BOOT.TTF
F:\EFI\MICROSOFT\BOOT\FONTS\JPN_BOOT.TTF
F:\EFI\MICROSOFT\BOOT\FONTS\KOR_BOOT.TTF
F:\EFI\MICROSOFT\BOOT\FONTS\WGL4_BOOT.TTF
F:\sources\boot.wim

F:\ImageX\check_sum.cmd
F:\ImageX\diskpart_partition_config.txt
F:\ImageX\do_restore_xp.cmd

F:\ImageX\fciv.exe

F:\ImageX\imagex.exe

F:\ImageX\readme.txt

F:\ImageX\restore_xp.cmd
F:\ImageX\restore_xp_helper.cmd
F:\ImageX\save_xp.cmd

F:\ImageX\show_diskO0.txt
F:\ImageX\image\cksum.txt
F:\ImageX\image\AutoBuild.wim

© Keysight Technologies 2015-2017
Information Only Internal Only Service Note
Version 1.2 | May 16, 2018| Page 13 of 41



26. Turn on the instrument.

27. Right Click on Windows Start -> Open Windows Explorer

28. Copy xxxxx.lic file under E:\license to your USB pen drive, if xxxxx.lic file is there. If xxxxx.lic file is
not there, ignore step 39 to 41.

[Re-imaging] (It takes 20 to 30 minutes to complete)

29. Unplug all USB devices and LAN cables from the instrument

30. Plug the USB pen drive and keyboard

31. Turn on the instrument

32. Press F2 to boot from USB pen drive when "Press F2 for System Utilities" is shown

33.1 Press agtOnly, when Enter Password is shown, if not skip this step.

Note: 0 is numeric zero, not alphabetic o.
. Rility §

El\{él‘ j

Est

33.2 Move to Boot screen to enter — key three times.
Move to Boot Order to enter | key, then hit “Enter” key
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Summary screen: Disabled]
Moot time Dlagnostic Screen: [Disabled)
QuickBoot Mode: [Enab led!
PUST Ervors [Enab led!

Ttem Specific Melp

Rliter the order of
boot ing dowices.

33.3 Select USB-HDD touse T keyor | key.
Move USB-HDD to the top to enter + key.

f
]

liem Speciflic Help

: HTSAMGZ GMIAT00- (ISR 2.0

4: IBH FiC:
5: IME CB:
G: USH CHROM:
T: NI 3C51:
f:
Exc luded from boot order:
¢ ISR ZIP:
: IS8 15129:
- 1 BEU:
¢ [Mher USH:
: PMl:

Uy and Dows armows:
Select a dewice.

oy and C-3: Moue a
device wp or down.

£ and <r¥: Specify a
device [ixed or
resemable.

G Enclude or inclede
the device to boot.
3hift = 1»: Emable or
disable a device.
€1-4>: Load defanlt boot
SEEETICE -

33.4 Move to “Exit” screen to hit “Esc” key twice.
Select Exit Saving Changes to use T keyor | key.
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Then hit “Enter” key.

Item Specific Help
LﬁfﬂmUilp
Load Setup Defaults Exit the BING Setup
Discard Chamyes wtility with chamyes
Sawe Chamges sawed to CHOS.

CHOS Restore Comdition  [CAOS Corruptiomd
Sawe (HIS to Flash
Erase (HIS from Flash
Restore CHOS from Flash

33.5 Select “Yes” and hit “Enter” key.

Setup Confirmation

Save configuration changes and exit now?

i es! [Nol

34. Type “Y “and Click Return Key to start SSD image recovery when "Make sure that this instrument is
E5052B MY472/MY473/SG472/SG473 or its equivalent. Continue? (Y/N)” is shown

35. Wait for a while during re-booting several times
36. Type “exit”, when the below message is shown and Remove the USB pen drive.
Note: “The system cannot find the path specified.” are shown three times. Just ignore them.
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(96 i
MININT-98

now the selected disk.
the selected volume.

successfully set the partition ID.
p resotre_helper.cmd
5= "MiNImageX\do_restore_xp.cmd"
tem cannot find the path specified.
-em cannot find the path specified.
-em cannot find the path specified.

:\ImageX dexit

i A
36.5. Press Enter when the below screen is shown.

Please select the operating system to start:

sososososooouese READ THIS FIRST BEFORE PROCEEDING? e sxses
* You MUST NOT turn off the instrument or remove power before the *
= Windows XP Setup Wizard completes and the system restarts. Doing
* so may result in system corruption and the application may not *
= operate. [If this occurs, the Agilent Recovery System will need to =
» be used to restore the instrument to the original factory condition. =
* fAit this time, it is SAFE to turn off the instrument before starting »
* the Setup Wizard. Refer to the documentation for more information. =

Use the up and down arrow keys to move the highlight to your choice.
Press ENTER to choose.

For troubleshooting and advanced startup options for Windows, press F8.
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37.1. Click “Next >” when Date and Time Settings screen is shown.

38. Click OK when the below pop-up is shown.
If not, System -> Service Menu1-> Exit-> OK

“nalyzer

Fatal Error:

Firmware license not found

Press OK to ext firmware.

|
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39. Right Click Windows Start -> Open Windows Explorer

40. Restore xxxxx.lic file to E:\license from your USB pen drive

41. Restart your instrument

42. Follow the procedure to apply WannaCry patches.
See http://about.keysight.com/en/quality/WannaCry Ransomware Patch Instructions.pdf, which
also contains the link to the Patch Installer.

43. Press F2 to boot from USB pen drive when "Press F2 for System Utilities" is shown

43.1 Press agtOnly, when Enter Password is shown, if not skip this step.

Note: 0 is numeric zero, not alphabetic o.
1]ty 2

Enter Password
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43.2 Move to Boot screen to enter — key three times.
Move to Boot Order to enter | key, then hit “Enter” key

P s
-l ) I.:.i Ill

Ttom Specific Melp

Summary screen: Disabled] flter the order of
oot -time Diagnontic Screen: [Disabled) boot ing dowices.

QuickBoot Mode: [Enab led]
PUST Ervors [Enab led!

43.3 Select IDE-HDD to use T keyor | key.
Move IDE-HDD to the top to enter + key.

f
]

liem Speciflic Help

Up and DBows armows:
Select a dewice.

: HTSAMGZ DFATD0- (USH 2.0 ok and {-: Nove a
device wp or down.

4: BB FC: £ and <r¥: Specify a
5: IDE Cb: device [ixed or
G: LSH CHROM : resemah e
T: MI 5C51: a3 Enclude or inclede
f: the device to boot.
Exc luded from boot order: Shift = 1>: Enable or
: ZIP: disable a device.
: 15120: 1-43: Load default boot
- SEBETICE -

22288
5%
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43.4 Move to “Exit” screen to hit “Esc” key twice.
Select Exit Saving Changes to use T keyor | key.
Then hit “Enter” key.

eyt hstes

Load Setup Defaults
Discard Chamyes
Sawe Chamges

CHOS Restore Condition  [CAOS Corruptiomd
Sawe CHOS to Flash
Erase (M5 from Flash
Restore CHOS from Flash

Item Specific Help

Exit the BIOS Setup
wtility with chamyes
gsawed to CHOS.

43.5 Select “Yes” and hit “Enter” key.

Setup Confirmation

i esl [Nol

Save configuration changes and exit now?
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[For MY471, SG471 or its equivalent]
[Create Bootable USB pen drive]

Follow the step01 to step13 of [For MY474/475/476,SG474/475/476 or its equivalent]

14. Go to http://mktgkobe.kob.is.keysight.com /08 communication/information everyone/Re-
Image/E5052B/E5052-82202/
15. Right Click on NM332.zip -> Save Target As

Select C:\Users\ user\Downloads, then Click Save

nmunication/information_everyone /Re-Image/E5052B/E5052-822 - Intemnet Explorer

=10l x|
AR

o
ktgkobe kob ¥ i ,oj|§| L mitgkobe.kob. s keysight.co... %

| Fle Edt View Favorites Tools Help

mktgkobe.kob.is.keysight.com - /08 communication/information_everyone/Re-Image/ES052B/ES052-
82202/

[To Parent Directory]

2017/07/10 17:06 103 cksum-before-download.txt
2017/06/01 10:57 84784 feiv.exe
2017/07/07 : ip

5 [~ ot~ o200 < o s <o = [ [ e oovmons &)
| PEeEm s s -8
Cut - -
3 P e [s | |
=
B Ceurois
Frf

Copy shortcut.
Paste

o tens mater your search

() E-mail with Windows Live
% Translate with Bing
Al Accelerators »

Inspect element
Add to favorites...
Send to OneNote

Properties

E
S mhtghobes (bizs

G «l

Fle game: [ 332

I=|
Save s type: [Compressed (dpped) Fckoe- =]

16. Right Click on fciv.exe -> Save Target As
Select C:\Users\ user\Downloads, then Click Save
17. Windows Start -> Type "cmd" in search field
18. Left Click on cmd.exe
19. Type "cd /d C:\Users\ user\Downloads”
20. Type "fciv NM332.zip>cksum-after-download.txt"
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mand Prompt

Mi soft Windows [Uersion 6.1.76811

Copyright {(c> 2089 Microsoft Corporation.

C:sUserssjun>cd downloads

fAll rights reserved.

C:sUserssjunsDownloads *fciv NM332 _ziprcksum—after—download. txt

C:sUserssjunsDownloads >exit

21. Verify the cksum-before-download.txt and cksum-after-download.txt are identical.

cksum-before-download is in

http://mktgkobe.kob.is.keysight.com/08 communication/information everyone/Re-

Image /E5052B/E5052-82202/

cksum-after-download is in C:\Users\ user\Downloads

—ioix BEE
fie Edit Fomat View Help Fle Edt Fomat View Hep
/s =7 =
/7 File Checksun Intesrity Yerifier version 2,05, // File Checksum Intesrity Verifier version 2.05,
f?SWdec4c2db47ad53fUanbSafaSSc nm33Z.zie 3781d3dcdc2dbd Tadh3f Daclb8afable nm332.zip

= =l

22. Both of checksums are identical, then go to the next step. Else go back to step14.
23. Right Click on NM332.zip -> WinZip -> Extract to...

Follow step24 of [For MY474/475/76,SG474/475/476 or its equivalent].

25. Select your USB pen drive for the Extract to destination, then Click Unzip
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€] winZip Extract

3 = ~ Computer - rescue (F:) - Search rescue (F:)
QU= =]

Organize *  Mew folder

=150 Favorites = ==

® o

[ rvee [s= |

Bl Desktop

4. Downloads
4@ OneDrive - Keysight Technologies
=l Recent Places

[l 9 Libraries
@ Documents
Jﬁ Music
[E5] Pictures
i Videos

=% computer
® &, osDisk ()
[ e Pemovable Disk (D:)

= rescue (F:)

% kobeofs (\Wkbtes02m) (P2)

@ Service (Vctdkobedpu, png.is.keysight.com’
[ ¥ kobemktg_ipn (\wsgpew01) (W:)

L8 mktghkobe$ (Vkbtcs02m) (2:)

“i Network

KN

Mo items match your search.

Help | Unzip | v| Cancel |

4

Make sure all the files are correctly extracted to USB root. (When you use other unzip tool, like 7-zip,

files are extracted to different folder)

Assuming F: is the drive letter of USB pen drive, the extracted folders and files must be as below.

F:\autostart.cmd

F:\boot

F:\BOOTMGR

F:\EFI

F:\sources

F:\boot\BCD

F:\boot\BOOT.SDI
F:\boot\BOOTFIX.BIN
F:\boot\ETFSBOOT.COM
F:\boot\FONTS
F:\boot\FONTS\CHS_BOOT.TTF
F:\boot\FONTS\CHT_BOOT.TTF
F:\boot\FONTS\JPN_BOOT.TTF
F:\boot\FONTS\KOR_BOOT.TTF
F:\boot\FONTS\WGL4_BOOT.TTF
F:\EFI\MICROSOFT
F:\EFI\MICROSOFT\BOOT
F:\EFI\MICROSOFT\BOOT\BCD
F:\EFI\MICROSOFT\BOOT\FONTS
F:\EFI\MICROSOFT\BOOT\FONTS\CHS_BOOT.TTF
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F:\EFI\MICROSOFT\BOOT\FONTS\CHT_BOOT.TTF
F:\EFI\MICROSOFT\BOOT\FONTS\JPN_BOOT.TTF
F:\EFI\MICROSOFT\BOOT\FONTS\KOR_BOOT.TTF
F:\EFI\MICROSOFT\BOOT\FONTS\WGL4_BOOT.TTF
F:\sources\boot.wim
F:\ImageX\diskpart_partition_config.txt
F:\ImageX\do_restore_xp.cmd

F:\ImageX\fciv.exe

F:\ImageX\imagex.exe

F:\ImageX\restore_xp.cmd
F:\ImageX\restore_xp_helper.cmd
F:\ImageX\readme.txt

F:\ImageX\image\cksum.txt
F:\ImageX\image\AutoBuild.wim
F:\ImageX\diskpart\activate_c_drive.txt
F:\ImageX\diskpart\change_current_drive_letter.txt
F:\ImageX\diskpart\cleanup_diskO0.txt
F:\ImageX\diskpart\create_drive_-_for_save.txt
F:\ImageX\diskpart\create_drive_C_for_save.txt
F:\ImageX\diskpart\create_drive_D_for_save.txt
F:\ImageX\diskpart\create_drive_E_for_save.txt
F:\ImageX\diskpart\create_drive_F_for_save.txt
F:\ImageX\diskpart\create_drive_G_for_save.txt

26. Turn on the instrument.

27.Right Click on Windows Start -> Open Windows Explorer

28. Copy xxxxx.lic file under E:\license to your USB pen drive, if xxxxx.lic file is there. If xxxxx.lic file is
not there, ignore step 39 to 41.

[Re-imaging] (It takes 20 to 30 minutes to complete)

29. Unplug all USB devices and LAN cables from the instrument

30. Plug the USB pen drive and keyboard

31. Turn on the instrument

32. Press F2 to boot from USB pen drive when "Press F2 for System Utilities" is shown
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33.1 Press e5052, when Enter Password is shown, if not skip this step.

111ty 38

33.2 Move to Boot screen to enter — key three times.
Move to Boot Order to enter | key, then hit “Enter” key
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ot Order

33.3 Select USB-HDD to use T keyor | key.
Move USB-HDD to the top to enter + key.

[Im MKTG-099

S/N MY46101693 ]

USB HDD:

Click Esc key and Select Enable ACPI and Enter + key to change the value to [Yes]
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33.4 Move to “Exit” screen to hit “Esc” key.
Select Exit Saving Changes to use T keyor | key.
Then hit “Enter” key.

Exit Saving Changes

Enter F10

33.5 Select “Yes” and hit “Enter” key.
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Setup Confirmation

Save configuration changes and exit now?

[No

34. Type “Y “and Click Return Key to start SSD image recovery when "Make sure that this instrument is

E5052B MY471/SG471 or its equivalent. Continue? (Y/N)” is shown

35. Wait for a while during re-booting several times

36. Type “exit”, when the below message is shown and Remove the USB pen drive.

Note: “The system cannot find the path spec

'selected volume.

current partition asy
covery drive

version 6.1.7601
—28B8 Microsoft Corporation.
MININT-9SEKRUU

k @ is now the selected disk.
Uolume 3 is the selected volume.

DiskPart successfully set the partition ID.
canup resotre _helper.cmd
= "W:NImageX\do_restore_xp.cmd"
tem cannot find the path specified.
tem cannot find the path specified.
tem cannot find the path specified.

\NImageX Yexit

m———s e

36.5. Click Next > when the below screen is shown.
Windows XP Professional Setup

Welcome to the Windows XP
Setup Wizard

This wizard irstalls Windows %P on your computer, The
a mation about you and your
computer to set up Windows XP properly,

Click Mext to continue with S etup.

ified.” are shown three times. Just ignore them.

© Keysight Technologies 2015-2017
Information Only Internal Only Service Note
Version 1.2 | May 16, 2018| Page 29 of 41



37.Select I accept the agreement, then Click “Next >"

Rt e I

% Windows XP Professional Setup

5 the inftmation you prostide about yourself to personalize your Windeis

© Keysight Technologies 2015-2017
Information Only Internal Only Service Note
Version 1.2 | May 16, 2018| Page 30 of 41



37.2 Click OK, when the below pop-up is shown.

Agilent Recovery Image Setup

- Setup will now create a recovery image.

is process will take less than a minute to complete.
. Creating a recovery image provides a way 10
restore the instrurnent i&the event of 3 failure.

38. Click OK when the below pop-up is shown.
If not, System -> Service Menu -> Exit -> OK

e — hl
Network Analyzer ﬁ

- "‘-.I Fatal Error:

'
Firmware license not found

Press OK to et firmware.

]

39. Right Click Windows Start -> Open Windows Explorer

40. Restore xxxxx.lic file to E:\license from your USB pen drive

41. Restart your instrument

42. Follow the procedure to apply WannaCry patches.
See http://about.keysight.com/en/quality/WannaCry Ransomware Patch Instructions.pdf, which
also contains the link to the Patch Installer.

43. Press F2 to boot from USB pen drive when "Press F2 for System Utilities" is shown

© Keysight Technologies 2015-2017
Information Only Internal Only Service Note
Version 1.2 | May 16, 2018| Page 31 of 41


http://about.keysight.com/en/quality/WannaCry_Ransomware_Patch_Instructions.pdf

43.1 Press e5052, when Enter Password is shown, if not skip this step.

Eility E

Enter Password

43.2 Move to Boot screen to enter — key three times.
Move to Boot Order to enter | key, then hit “Enter” key
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ot Order

43.3 Select IDE O touse T keyor | key.
Move IDE 0 to the top to enter + key.

[I!H MKTG—OQQ)

S/NMY46101693

USB HDD:

43.4 Move to “Exit” screen to hit “Esc” key twice.
Select Exit Saving Changes to use T keyor | key.
Then hit “Enter” key.
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Exit Saving Changes

Enter

43.5 Select “Yes” and hit “Enter” key.

Setup Confirmation

Save configuration changes and exit now?

(Nesl [Nol
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[For MY477, SG477 or its equivalent]
[Create Bootable USB pen drive]
01. Insert one USB pen drive (>32GB) to your PC
Make sure your PC has >64GB free space
02. Format your USB pen drive with NTFS
(or just delete all the files if your USB pen drive is already formatted with NTFS)
03. Go to http://mktgkobe.kob.is.keysight.com /08 communication/information everyone/Re-
Image/E5052B/E5052-82205/
04. Right Click on NHxxx.zip -> Save Target As
Select C:\Users\ user\Downloads, then Click Save

mktgkobe.kob.is.keysight.com - /08 _communication/information_everyone/Re-
Image/E5052B/ES5052-82205/

-ttt s e

05. Right Click on fciv.exe -> Save Target As
Select C:\Users\ user\Downloads, then Click Save
06. Windows Start -> Type "cmd" in search field
07. Left Click on cmd.exe
08. Type "cd /d C:\Users\ user\Downloads”

09. Type "fciv NHxxx.zip>cksum-after-download.txt"
_izixi

Microseft Windows [Version 6.1.76011]
Copyright (c)> 2089 Microsoft Corporation. A1l rights reserved.

C:vUsershjun>cd dounloads
C:\Users\junsDownloads>fciv NHEB? .zip>cksum—after—-download.txt

C:vUsershjunsDownloads >exit

10. Verify the cksum-before-download.txt and cksum-after-download.txt are identical.
cksum-before-download is in
http://mktgkobe.kob.is.keysight.com /08 communication/information everyone/Re-
Image/E5052B/E5052-82205/
cksum-after-download is in C:\Users\ user\Downloads
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T =T
File Edit Format View Help Fle Edit Format View Help
/i = | P =l
7/ File Checksum Integrity Verifier wersion 2.05. ;;: File Checksum Integrity Verifier version 2.00.
eeh f f bebdaech8d87haa2 229939577 rhE09.zip eehf thebdaech8dd7haal?adt93957h7 rhE0S.zip

El Jid |

Note that actual checksum is not identical with the above.

11. Both of checksums are identical, then go to the next step. Else go back to step14.
12. Right Click on NHxxx.zip -> WinZip -> Extract to...

13. Type "ctd-kobe", then Click OK

~ Computer + OSDisk (C:) + Users - jun ~ Downloads ~

Organize v || OpenwithWinZp ~ Sharewith ~  Print  New folder
¢ Favorites I Name (2152 T
M Desktop | cksum-after-download 5/30/2017 3:46PM  Text Document
4 Downloads e ) I 5
4@ OneDrive - Keysight Te Open with WinZip
Frint
Open with

=i Libraries Share with

30/2017 v WinZip File

- 5/30/20173:11PM  Application
‘L] Recent Places

"$¥Scan for threats

Restore previous versions

3

() Create Self-Extractor (.Exe)
9 Configure

WinZip - Password for file: DM120.zip
e resciie (F2)

Cat kobeofs (\Wbtes02m) ( A password is required to decrypt files
gk Service (\\ctokobedpu, — Enter password:

% kobemktg_jpn (Ywsgps

G5 mktgkobes (|\kbtcs02m) (Z:)

E Hide the password
€ Network

aj DM120  Date modified: 5/30/2017 3:26 PM Date created: 5/30/2017 3:14PM
. WinZip File Size: 8,13 GB
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14. Select your USB pen drive for the Extract to destination, then Click Unzip

€] winzip Extract

é‘ =3 '- - Computer - rescue (F:) - m I Search rescue (F:)

Organize v  Mew folder

=154 Favorites —
Bl Desktop
& Downloads
@ OneDrive - Keysight Technologies

=] Recent Places

[l Libraries
@ Documents
J’ Music
[E5] Pictures
B videos

E;.;l Computer
® &, osDisk (C:)
[# e Pemovable Disk (D)

= rescue (F:)

¥ kobeofs (\\kbtecs02m) (P:)

[ @ Service (V\ctdkobedpu. png.is.keysight.com'
[ kobemktg_ipn (\wsgpew01) (W:)

S mktgkobes (\\kbtcs02m) (Z:)

9‘ Network LI

Name =

| pate modified

[ rvee

[s=e |

Mo items match your search.

Help | Unzip | v| Cancel |

A

Make sure all the files are correctly extracted to USB root. (When you use other unzip tool, like 7-zip,
files are extracted to different folder)
Assuming F: is the drive letter of USB pen drive, the extracted folders and files must be as below.

™ nName = Date modified Type Size
. boot 5/9/2013 2:50 PM File folder
| EFI 5/9/2018 2:50 PM File folder
| EfiBcd 5/9/2018 2:35 PM File folder
. Images 5/3/2018 2:49 PM File folder
| Scripts 5102018 3:30 aM File folder
|| SDUrCEs 5/9/2018 2:49 PM File folder
|| TEMP 5/10/2018 8:44 AM  File folder
|| BOOTMGR. 3/22/2017 10:39 AM File 378 KB
|| winImageDisk 420/2017 194 PM Text Document 1KB
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15.1.In case the USB pen drive is new and has not been used as USB boot drive, download
ActivateUSBDrive.vbs to F:\Scripts\ from

http://mktgkobe.kob.is.keysight.com/08 communication/information everyone/Re-
Image/E5052B/E5052-82205/

15.2. Launch command prompt as an administrator.

15.3. Change directory to \Scripts, then run ActivateUSBDrive.vbs

@ Dell Command Update [
|

MARUO,JUN

Administrator: Command Prompt

(K-Japan,ex1) Microsoft Windows [Uersion 6.1.76811
Copyright (c> 2009 Microsoft Corporation. All rights reserved.

SSHINDOWSssystem32>ed. .

ssHindows >cd. .

Pin to Taskbar

Microsoft E Pin to Start Menu . .
4§ Maoso e S P S
Remove from thi st
@ SEE properties rirel Panel ~Jed scripts
€D sumportasst Devices and Printers :\Ecripts>ActivateUSEDrive .ubs
‘) Thunderbolt™ Software Defauit Programs NBoriptsdexit
j Calculator Help and Support

WebEx Productivity Tools

¥ AlPrograms

| search programs and fies ) shutdown |»
e 5 € @ o B &
16. After the below pop-up dialog is shown, click OK and unplug the USB pen drive from your PC.

F: was successfully activated.

17. Turn on the instrument.

18. Right Click on Windows Start -> Open Windows Explorer

19. Copy xxxxx.lic file under E:\license to your USB pen drive, if xxxxx.lic file is there. If xxxxx.lic file is
not there, ignore step 29 to 30.

[Re-imaging] (It takes 20 to 30 minutes to complete)

20. Unplug all USB devices and LAN cables from the instrument

21. Plug the USB pen drive and keyboard

22. Turn on the instrument

23. Press F12 to boot from USB pen drive when "Press DEL to enter SETUP, F12 to boot menu" is shown
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Press DEL to enter SETUP, F12 to boot MENU

24. Select USB pen drive as a boot device

Please select boot device:

P1: INTEL SSDSC2BB480G7
BUFFALO USB Flash Disk 1.00
Enter Setup

——————————————————————————————————————————

T and ! to move selection
ENTER to select boot device
ESC to boot using defaults

25. Type “y “and Click Return Key to start SSD image recovery when "Do you really restore the ImageX
files? (y/n):” is shown

i lows\xysrem.?Z\cmd. exe

really restore the ImageX files?(y/n

25.1. Wait for a while during re-booting several times
26. Remove the USB pen drive and press any key, when the below is shown.

© Keysight Technologies 2015-2017
Information Only Internal Only Service Note
Version 1.2 | May 16, 2018| Page 39 of 41



entry {abgsettings) was Successtully

entry {memdiag} was successfully created.

entry {badmemory} was successfully created.

entry {globalsettings} was successfully created.
entry {bootloadersettings} was successfully created.
entry {emssettings} was successfully created.
operation completed successfully.

operation completed successfully.

operation

operation
operation
operation
operation
operation
operation
operation
operation

completed
completed
completed
completed
completed
completed
completed
completed
completed

successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.

Meoot files successfully created.
please remove usb key from this instrument now.
key to continue

Transiations. ‘Translations of this EULA are found at wii | gt cornyindisweula.

Sottware “Software’ means a single copy of one ‘o more. ymputer programs, whether
and related documentation, including any onling of efectronic documentation, data and licen:
License Grant. Keysight Technologies, Inc. (Keysight’) grants you a limited, non-exclusive cense.
the'license types fisted below, the Software, for the Term (as defined below), subject to the terms and
34 Node Locked (“fixed”) license If you have obtained a Node Locked license, you may install g
one instrument or machine and use the Software only on that instrument or machine for your intemat &
3.2 Transportable license  If you have obtained a Transportable license, you may use one copy
“instrument or machine at one time for your internal business use. You may move such Software to
machine for your internal business use provided only one copy is in use at any one time.

3.3 Floating (“concurrent use”) license. If you have obtained a Floating license, you may install
Software on any instrument or machine within your internal computer network for your internal busi
number of users who are accessing andlor using any of the Software at the same time does not exceed

of licensed users
You may find the type of license you obtained. the Term of your license. and the licensed number of
documentation associated with the Software. “Term” means either a set amount of ime (an expiring

“Perpetual” means the lifetime of the instrument or machine. In the absence of documentation s, m'
have a fixed license with a Perpetual Term i

| have rey ed and agree to comply with the terms in this software license égreemenl

Do Not Agree

28. System -> Service Menu -> Administrator Menu -> Exit E5052B -> OK
29. Right Click Windows Start -> Open Windows Explorer

30. Restore xxxxx.lic file to E:\license from your USB pen drive
31. Restart your instrument
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Revision History:

Service Note

Date - Author Reason for Change
Revision
08 June 2017 E5052B-12 jm As Published MY474/475/476 [of Win-7] re-imaging
procedures
13 July 2017 E5052B-12A jm Added MY471/472/473 [of Win-XP] re-imaging
procedures
15 May 2018 E5052B-12B jm Added MY477 [of Win-10] re-imaging-procedure
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