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Situation:
An instrument cannot boot successfully and system recovery cannot solve this.

Solution/Action:
Perform re-image. Then it still cannot solve the issue, replace the defective HDD/SSD to the new one.

Images are unique based on the combination of OS, CPU, Storage and other HW drivers. The
necessary Image must be identified by checking product serial-number prefix except the instrument
CPU/0OS was upgraded.

At first, check Siebel transaction whether the instrument was upgraded or not and make sure the
required image.

Serial Prefix Disk Label | Storage | OS CPU Storage | TPC Re-Image | Wanna
KPN driver | Tool Cry
Patch
MY491, ELOT0to | E50671- | Win-XP | EBO61 | HDD Gunze | Not Not
SG491 EL114 82201 (NUC) - (PATA) Available | applied
62170
MY492,MY493 | KY200to | EBO6B1- | Win-XP | E5061 | HDD Gunze | Not Not
, KY222 82202 | (FES) - (SATA) Available | applied
SG492,5G493 62170
MY494 MY495 | KW302 to | EBOBT- | Win-7 E5061 | SSD Gunze | Available | Not
: KW462 82203 | (WES) |- applied
SG494,5G495 62180
MY496, YD472 to | EBOGT- | Win-7 E5061 | SSD Dawar | Available | Patch
SG496 YD999 82204 | (WES) |- applied
62180

For example, MY492 unit which had Win-XP with HDD & Gunze TPC was upgraded to Win-7 with SSD
and Gunze TPC, the unit is equivalent to MY494/MY495.

The below is the re-image instruction for MY494 to MY496, SG494 to SG496 (Win-7) and its
equivalent.

For other serial-prefix units (MY491 to MY493, SG491 to SG493), replace the defective HDD then
follow the procedure to apply WannaCry patches.

See http://about.keysight.com/en/quality/WannaCry_Ransomware_Patch_Instructions.pdf , which also
contains the link to the Patch Installer.
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[For MY494, MY495, SG494, SG495 or its equivalent]
[Create Bootable USB pen drive]
01. Insert one USB pen drive (>32GB) to your PC
Make sure your PC has >64GB free space
02. Windows Start -> Type "cmd" in search field
03. Right Click on cmd.exe -> Run as Administrator -> Yes

Programs (1)
Open
Docurments (5) L,:'“ Run as administrator
42944 _debug_cmd Run with graphics processor
b 4 3) Zip and Share (WinZip Express)
|| 4294A_debug_cm o Winzip
e5071C-drlic Pin to Taskbar
PXI_20170101-20170405_, __Pin to Start Menu
I J'scan for threats

| FQCWNDT 1412_rev2

Microsaft OneNote (1) Restore previous versions
| 34, Driverjmethod naming G~ Send to
Files {129) Cut
__ debug_cmd Copy
Slaf Delete
Sl Open file location
Slbg Properties
Z]bn
Sbs
Sles

_Q See more results

I emd

shutdown ||

04. Type "diskpart"
05. Type "list disk" and recognize <your USB disk number> by checking File Size.
Example: <your USB disk number> is T with 28 GB File Size in the below
Note: 28 GB is shown when 32 GB USB pen drive is used
06. Type "select disk <your USB disk number>"
07. Type “list disk” and confirm * is shown at your USB disk number
Note: If you select wrong Disk number, that Disk number data will be erased in the next step.
08. Type "clean"
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09. Type "create partition primary"

10. Type "format fs=ntfs label=rescue quick"
11. Type "assign"

12. Type "active"

13. Type "exit"

Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76811
Copyright {c» 2889 Microsoft Corporation. All rights reserved.

C:N\WINDOWS\system32>diskpart

Microsoft DiskPart version 6.1.7681

Copyright (C» 1999-2808 Microsoft Corporation.
On computer: F365JC2

DISKPART > list disk

Disk ### SBtatus

Online
Disk 1 Online

select disk 1
now the selected disk.

list disk

Disk @ Online
* Disk 1 Online

DISKPART > clean
DiskPart succeeded in cleaning the disk.
DISKPART > create partition primary
DiskPart succeeded in creating the specified partition.
DISKPART > format fs=ntfs lahel=rescue quick
108 percent completed
DiskPart successfully formatted the volume.

DISKPART > assdign

DiskPart successfully assigned the drive letter or mount point.

DISKPART > active

DiskPart marked the current partition as active.
DISKPART > exit

Leaving DiskPart...

C:\WINDOWS N\ system32>

14. Go to http://mktgkobe.kob.is.keysight.com/08_communication/information_everyone/Re-
Image/E5061B/E5061-82203/
15. Right Click on KW462.zip -> Save Target As

Select C:\Users\user\Downloads, then Click Save
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 mktgkobe.kob.is.keysight.com - /08_communicati

information_everyone/Re-Image/E50618/E5061-822 - Internet Explorer

) < B o /imktgkobe. kob. . keysight. com/08_communica

oninfor x| +4| |2 CTD Kebe Producis SW Release... ‘ & Google

| & maghobe kob.s.keysight.co...

| Fle Edit Vien Favorites Tods Help

mktgkobe.kob.is.keysight.com - /08 communication/information_everyone/Re-Image/ES061B/E5061-

82203/

To Parent Directory.

2017/06/0% 19:54
2017/06/01 10:57 8
2017/06/09 10-35 1908257

Open

Open in new tab

Open in new window

Save target as...
Print target

Inspect element
Add to favorites. .

Send to OneNote

Properties

El
= =
E o
=] |
|
g
L |

16. Right Click on fciv.exe -> Save Target As

Select C:\Users\user\Downloads, then Click Save
17. Windows Start -> Type "cmd" in search field

18. Left Click on cmd

.exe

19. Type "cd /d C:\Users\user\Downloads”

20. Type "fciv KW462.zip>cksum-after-download. txt"

mmand Prompt
Microsoft Windows [Uersion
Copyright <(c?> 2807 Microsof

C:sUserssjun?cd downloads

IC:sUserssjunsDownloads >feciv KW462 . zipPcksum—after—download.txt

IC:sUserssjunsDownloads dexit

6.1.76811
t GCorporation.

All rights reserved.

21. Verify the cksum-before-download.txt and cksum-after-download.txt are identical.
cksum-before-download is in
http://mktgkobe.kob.is.keysight.com/08_communication/information_everyone/Re-
Image/E5061B/ES061-82203/
cksum-after-download is in C:\Users\user\Downloads
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Lmix i
Bl Edit Format View Help Fle Edit Format View Help

V/ =i -
// File Checksum [ntegrity Verifier version 2.05. // File Checksum Intesrity Verifier version 2.0,
{6de3a3bb7c738e1d8014769bedf6140 knd62. zip f6de3albbTc73821d8014760bed {6140 knd62.zio

K| A7) WK1 1

22. Both of checksums are identical, then go to the next step. Else go back to step14.
23. Right Click on KW462.zip -> WinZip -> Extract to...
24. Type "ctd-kobe", then Click OK

4 - Computer ~ 0SDisk (C:) ~ Users - jun ~ Downloads -

Organize v 2| OpenwithWinZp w Sharewith »  Print  New folder
9 Favorites I~ Mame - Date modified Type
M Desktop | cksum-after-download 5/30/2017 3:96PM  Text Document
& Downloads i .
@ OneDrive - Keysight Te Open with WinZip
Frint
Open with
= Libraries Share with

WinZip File

. 5/30/2017 3:11PM
‘2] Recent Places

e !ig¥Scan for threats
) Extract to folder C:\Jsers\jun\Downloads\DM120
(5 Extract to folder
) E-Mail DM 120.zip Send to 3
3 Enarypt
(5) Create Self-Extractor (Exe)
3 Configure Copy

Restore previous versions

Cut

WinZip - Password for file: DM120.zip x|
a rescue (F1) Delete

Gt kobeofs (\Wbtes0am)  Rename A password is required to decrypt files
% Service (Victdkobepu. Enter password:

3% kobemktg_jpn (Yhwsgp

58 mktgkobe$ (\\kbtcs02m) (Z:)

E Hide the password
€l Network

DM120 Date modified: 5/30/2017 3:26 PM Date created: 5/30/2017 3:14PM
WinZip File Size: 8,18 GB
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25. Select your USB pen drive for the Extract to destination, then Click Unzip

5I
6()0 '_ + Computer = rescue (F:) - @j I Search rescue (F:) @
Organize v  Mew folder == 7
B3 Favorites 21 Name « | Date modified | Type | Size | |
B Deskiop Mo items match your search.

& Downloads

@ OneDrive - Keysight Technologies

UEq
1=l Recent Places

[=l [ Libraries
@ Diocuments
Jﬁ Music
[ Pictures
E Videos

=% Computer
= &, osDisk ()
[*] e Removable Disk (D:)

= rescue (F:)

" g kobeofs (\\kbtcs02m) (P:)

[ % Service (V\ctdkobepu. png.is.keysight.com'
¢ kobemkig_jpn (\iwsgpewd1) (W:)

¥ mktgkobes (\\kbtcs02m) (2:)

“I Network

Lo

Help | Unzip | v| Cancel |
¥

Make sure all the files are correctly extracted to USB root. (When you use other unzip tool, like 7-
zZip,

files are extracted to different folder)

Assuming F: is the drive letter of USB pen drive, the extracted folders and files must be as below.

F:\autostart.cmd

F:\boot

FABOOTMGR

FAEFI

F:\sources

F:\boot\BCD

F:\boot\BOOT.SDI
FAboot\BOOTFIX.BIN
FAboot\ETFSBOOT.COM
F:\boot\FONTS
FAboot\FONTS\CHS_BOOT.TTF
FAboot\FONTS\CHT_BOOT.TTF
FAboot\FONTS\JPN_BOOT.TTF
FAboot\FONTS\KOR_BOOT.TTF
FAboot\FONTS\WGL4_BOOT.TTF
FAEFAMICROSOFT
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FAEFAMICROSOFT\BOOT
FAEFAMICROSOFT\BOOT\BCD
FAEFAMICROSOFT\BOOT\FONTS
FAEFAMICROSOFT\BOOT\FONTS\CHS_BOOT.TTF
FAEFAMICROSOFT\BOOT\FONTS\CHT_BOOT.TTF
FAEFAMICROSOFT\BOOT\FONTS\JPN_BOOT.TTF
FAEFAMICROSOFT\BOOT\FONTS\KOR_BOOT.TTF
FAEFAMICROSOFT\BOOT\FONTS\WGL4_BOOT.TTF
F:\sources\boot.wim

F:\ImageX\check_sum.cmd
F:\ImageX\diskpart_partition_config.txt
F:\ImageX\do_restore.cmd

F:\ImageX\fciv.exe

F:\ImageX\imagex.exe

F:\ImageX\restore.cmd
F:\ImageX\restore_helper.cmd
F:\ImageX\save.cmd

F:\ImageX\image\cksum.txt
F:\ImageX\image\AutoBuild.wim
F:\ImageX\diskpart\activate_c_drive.txt
F:A\ImageX\diskpart\change_current_drive_letter.txt
F:\ImageX\diskpart\check_existence_target_disk.txt
F:\ImageX\diskpart\cleanup_diskO.txt
F:\ImageX\diskpart\config_drive_c_for_save.txt
F:\ImageX\diskpart\config_drive_d_for_save.txt
F:\ImageX\diskpart\config_drive_e_for_save.txt
F:A\ImageX\diskpart\config_drive_r_for_save.txt
F:\ImageX\diskpart\create_drive_c_for_save.txt
F:\ImageX\diskpart\create_drive_d_for_save.txt
F:\ImageX\diskpart\create_drive_e_for_save.txt
F:\ImageX\diskpart\create_drive_r_for_save.txt
F:\ImageX\diskpart\hide_recovery_partition.txt
F:\ImageX\diskpart\rename_drive_c_to_vacant.txt
F:\ImageX\diskpart\rename_drive_d_to_vacant.txt
F:\ImageX\diskpart\rename_drive_e_to_vacant.txt

F:\ImageX\diskpart\rename_drive_r_to_vacant.txt

26. Turn on the instrument.

27. Right Click on Windows Start -> Open Windows Explorer

28. Copy xxxxx.lic file under E:\license to your USB pen drive, if xxxxx.lic file is there. If xxxxx.lic file is
not there, ignore step 39 to 41.
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[Re-imaging] (It takes 20 to 30 minutes to complete)

29. Unplug all USB devices and LAN cables from the instrument

30. Plug the USB pen drive and keyboard

31. Turn on the instrument

32. Press F/ to boot from USB pen drive when "Press DEL to enter SETUP, F/ to boot MENU" is shown

- Agilent Technologies

Press <Del> to enter setup. Press <F7> for Boot Menu.

L {W1in7 OS] rroserower

33. Select USB pen drive as a boot device

Please select boot device:

PO: INTEL SSDSC2BB080G4
BUFFALO USB Flash Disk 1.00
Enter Setup

T and § to move selection
ENTER to select boot device
ESC to boot using defaults

34. Type “Y “and Click Return Key to start SSD image recovery when "Make sure that this instrument is
E5061B MY494/MY495/SG494/SG495 or its equivalent. Continue? (Y/N)” is shown

35. Wait for a while during re-booting several times
36. Type “exit”, when the below message is shown and Remove the USB pen drive.
Note: “The system cannot find the path specified.” are shown three times. Just ignore them.
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Lion as active.

rt version 6.1.7601 :
(C) 1999-28A8 Microsoft Corporation.
: MININT-C15ELIO

now the selected disk.
is the selected volume.

uccessfully set the partition ID.
cleanup sotre_helper.cnd
ss: "W:\ImageX¥\do_restore.cmd"
tem cannot find the path specified.
:m cannot find the path specified.
tem cannot find the path specified.

37. Click Accept for Keysight Software End User License Agreement
38. Click OK when the below pop-up is shown.
If not, System -> Service Menu -> Exit -> OK

MNetweork Analyzer g

& Fatal Error:

. <
Firmware license not found

Press OK to exit firmware.

39. Right Click Windows Start -> Open Windows Explorer

40. Restore xxxxx.lic file to E:\license from your USB pen drive
41. Restart your instrument

42. Follow the procedure to apply WannaCry patches.

See http://about.keysight.com/en/quality/WannaCry_Ransomware_Patch_Instructions.pdf , which

also contains the link to the Patch Installer.
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[For MY496, SG496 or its equivalent]
[Create Bootable USB pen drive]
Follow the stepO1 to step13 of [For MY494, MY495, SG494, SG495 or its equivalent].

14. Go to http://mktgkobe.kob.is.keysight.com/08_communication/information_everyone/Re-
Image/E5061B/E5061-82204/
15. Right Click on YD488.zip -> Save Target As

Select C:\Users\user\Downloads, then Click Save

& mktgkobe.kob.is.keysight.com - /08_communication /information_everyone/Re-Image/E5061B/E5061-822 - Internet Explorer =lglx|

5 [l o fmitgobe kob. s keysiaht. com 03 _communicateninfor O =] | 4| |3 6T Kobe Products 5W Releasen., | [ mktokobe.kob. skeysight,co. . s €53

| Fle Edt View Favorits Tools Help

mktgkobe.kob.is.keysight.com - /08_communication/information_everyone/Re-Image/ES061B/E5061-
82204/

m-pefore-download. txt

Open innew tab
Open in ner window B
- i [emaroien Ej
- @
- E-mail with Windows Live
4% Translate with Bing
Al Accelerators »
Inspect element
Add to favorites...
Send to OneNote
Properties
= I |
Seve as e [Forpreroed Fopec) oier =
~ i Fotire Cancel
Y

16. Right Click on fciv.exe -> Save Target As
Select C:\Users\user\Downloads, then Click Save
17. Windows Start -> Type "cmd" in search field
18. Left Click on cmd.exe
19. Type "cd /d C:\Users\user\Downloads”

20. Type "fciv YD488.zip>cksum-after-download.txt"

Microsoft Windows [Uersion 6.1.760811]
Copyright (c> 2889 Microsoft Corporation. All rights reserved.

C:s\Userssjunrcd downloads
C:sUsersrjun~Douvnloads>fciv ¥YD488 zipicksum—after—download. txt

C:sUserssjunsDownloads>exit

21. Verify the cksum-before-download.txt and cksum-after-download.txt are identical.
cksum-before-download is in
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http://mktgkobe.kob.is.keysight.com/08_communication/information_everyone/Re-
Image/ES061B/E5061-82204/

cksum-after-download is in C:\Users\user\Downloads

LB =
Eile Edit Format View Help File Edit Format View Help

e s . . o . |
// File Checksum Integrity Yerifier version 2.05. Y/ File Checksum Integrity Verifier version 2.05.

eef80be’ 796809 18dde362c3dbefia3 vdd88. zip =2690be279680e9f 18dde3b2c3dbedad vddd8.zip

K] a7 | | 2

22. Both of checksums are identical, then go to the next step. Else go back to step14.
23. Right Click on YD488.zip -> WinZip -> Extract to...
24. Type "ctd-kobe", then Click OK

~ Computer + OSDisk (C:) + Users ~ jun ~ Downloads ~

Organize v 2| OpenwithWinZp w Sharewith »  Print  New folder
7 Favorites I tame + aifz i
M Desktop | cksum-after-download 5/30/2017 3:96PM  Text Document
& Downloads i .
@ OneDrive - Keysight Te Open with WinZip
Frint
Open with
= Libraries Share with

.20 M WinZip File

. 5/30/2017 3:11PM
‘2] Recent Places

£ Extract to here !ig¥Scan for threats
) Extract to folder C:\Jsers\jun\Downloads\DM120

R Restore previous versions

3

() Create Self-Extractor (.Exe)
9 Configure

WinZip - Password for file: DM120.zip x|
e rEscLE (F2)

% kabeafs (\Kbtes02m) ( A password is required to decrypt files
% Service (Victdkobepu. Enter password:

3% kobemktg_jpn (Yhwsgp

58 mktgkobe$ (\\kbtcs02m) (Z:)

E Hide the password
€l Network

3{ DM120 Date modified: 5/30/2017 3:26 PM Date created: 5/30/2017 3:14PM
=il WinZipFie Size: 8,18 GB
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25. Select your USB pen drive for the Extract to destination, then Click Unzip

x
%V‘ '— = Computer - rescue (F:) > & I Search rescue (F1) @
Organize *  Mew folder Hz - @
E194 Favorites = _ Mame - | Date modified | Type | Size | I

Bl Desktop

No items match your search.
4 Downloads

@ OneDrive - Keysight Technologies
=l Recent Places

[El [ Libraries
@ Documents
J’ Music
[ Pictures
E Videos

=% Computer
= &, osDisk ()
[*] e Removable Disk (D:)

= rescue (F:)

" g kobeofs (\\kbtcs02m) (P:)

[ % Service (V\ctdkobepu. png.is.keysight.com'
¢ kobemkig_jpn (\iwsgpewd1) (W:)

¥ mktgkobes (\\kbtcs02m) (2:)

“j Network

Lo

Help | Unzip | v| Cancel |
¥

Make sure all the files are correctly extracted to USB root. (When you use other unzip tool, like 7-
zip,

files are extracted to different folder)

Assuming F: is the drive letter of USB pen drive, the extracted folders and files must be as below.

F:\autostart.cmd

F:\boot

FABOOTMGR

FAEFI

F:\sources

F:\boot\BCD

F:\boot\BOOT.SDI
FAboot\BOOTFIX.BIN
FAboot\ETFSBOOT.COM
FAboot\FONTS
FAboot\FONTS\CHS_BOOT.TTF
FAboot\FONTS\CHT_BOOT.TTF
FAboot\FONTS\JPN_BOOT.TTF
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F:\boot\FONTS\KOR_BOOT.TTF
F:\boot\FONTS\WGL4_BOOT.TTF
FAEFAMICROSOFT

FAEFAMICROSOFT\BOOT
FAEFAMICROSOFT\BOOT\BCD
FAEFAMICROSOFT\BOOT\FONTS
FAEFAMICROSOFT\BOOT\FONTS\CHS_BOOT.TTF
FAEFAMICROSOFT\BOOT\FONTS\CHT_BOOT.TTF
FAEFAMICROSOFT\BOOT\FONTS\JPN_BOOT.TTF
FAEFAMICROSOFT\BOOT\FONTS\KOR_BOOT.TTF
FAEFAMICROSOFT\BOOT\FONTS\WGL4_BOOT.TTF
F:\sources\boot.wim

F:\ImageX\check_sum.cmd
F:\ImageX\diskpart_partition_config.txt
F:\ImageX\do_restore.cmd

F:\ImageX\fciv.exe

F:\ImageX\imagex.exe

F:\ImageX\restore.cmd
F:\ImageX\restore_helper.cmd
F:\ImageX\save.cmd

F:\ImageX\image\cksum.txt
F:\ImageX\image\AutoBuild.wim
F:\ImageX\diskpart\config_drive_c_for_save.txt
F:\ImageX\diskpart\config_drive_d_for_save.txt
F:\ImageX\diskpart\config_drive_e_for_save.txt
F:\ImageX\diskpart\config_drive_r_for_save.txt
F:\ImageX\diskpart\hide_recovery_partition.txt
F:\ImageX\diskpart\rename_drive_c_to_vacant.txt
F:\ImageX\diskpart\rename_drive_d_to_vacant.txt
F:\ImageX\diskpart\rename_drive_e_to_vacant.txt

F:\ImageX\diskpart\rename_drive_r_to_vacant.txt

26. Turn on the instrument.

27. Right Click on Windows Start -> Open Windows Explorer

28. Copy xxxxx.lic file under E:\license to your USB pen drive, if xxxxx.lic file is there. If xxxxx.lic file is
not there, ignore step 39 to 41.

[Re-imaging] (It takes 20 to 30 minutes to complete)
Follow step29 to step33 of [For MY494, MY495, SG494, SG495 or its equivalent].

34. Type “Y “and Click Return Key to start SSD image recovery when "Make sure that this instrument is
E5061B MY496/SG496 or its equivalent. Continue? (Y/N)” is shown

Follow step35 to step41 of [For MY494, MY495, SG494, SG495 or its equivalent].
No need to follow step42, since WannaCry Patch is already applied.
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